SAEAUT SNMP
Se

Monitoring a riadenie s vyuzitim SNMP protokolu a
prepojenie s inymi systémami cez OPC.

% SAE - Automation, s.r.o., Nova Dubnica

Interoperabilita pre Vase zariadenia a softvérové aplikacie




SNMP -
povodne najma
pre IT
zariadenia,

v sucasnosti aj
VvV inych
ziadeniach: V/V
moduly, UPS...

OPC -
najrozsirenejsi
Sstandard pre
interoperabilitu v
priemysle,
sietovych
odvetviach,
automatizacii
budov.
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OPC server poskytuje pristup
k datam v svojom adresnom

priestore jednej alebo

viacerym OPC klientskym

aplikaciam
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SNMP agenti citaju/zapisuju
do premennych na
zariadeniach, ktorych
vyznam a Struktira mozu byt
popisané v MIB suboroch,
pripadne posielaju notifikacie
o zmenach premennych



Mapovanie SNMP
MIB premennych
na OPC premenné
v adresnom
priestore OPC
Servera sa
vykonava
pomocou
konfiguracnej
aplikacie
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Vytvorenie , softvérovej zbernice" s komunikacnym protokolom
podla — redukcia poctu komunikacnych
ovladacov v spolupracujucich zariadeniach a softvérovych
aplikaciach
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http://www.saeautom.sk/sk/about/whatisopc.htm

Trojica aplikacii pre operacné systemy Windows (2000...8),

Windows Server:

Konfiguracéna aplikacia (s uzivatel'skym rozhranim) -
konfiguracia adresného priestoru OPC servera - tzn. premennych,
ktorych hodnoty sa maju prenasat a spdsobu ich spracovania
Vykonna agllkaua (bez uzivatelského rozhrania) OPC server,
ktory méze byt Startovany OPC klientom, alebo spusteny ako
Wlndows NT sluzba

SAEAUT OPC WebView - ASP.NET webova aplikacia - pristup k
premennym z adresneho priestoru OPC servera cez Internet -

vzdialeny pocitac, smart telefén

Priklady OPC klientov, vzorove MIB subory a CSV subory,
demo konfiguracia - pre otestovanie a ziskanie prvych
skusenosti , testovaci SAEAUT SNMP OPC Agent

3 produktove balicky - Basic, Enhanced,


http://www.saeautom.sk/download/products/opcsrv/snmp-opc-server-prof.zip

z pohladu SNMP to je Network Management
System

implementované protokoly SNMPv2c a SNMPv1

implementované specifikacie OPC DA (Data Access)
3.0, 2.05, 1.0 a OPC AE (Alarm and Events) 1.10

OPC UA 1.01 sprostredkovatel’ - pristup k datam zo
SAEAUT SNMP OPC servera prostrednictvom
najnovsieho OPC standardu nazyvaneho Unified
Architecture (UA) - prenos TCP IP binarnych dat
- rychla komunikacia, webové sluzby - vysoka
interoperabilita

OPC XML-DA 1.01 sprostredkovatel - komunikacia s
SAEAUT SNMP OPC Serverom _
prostrednictvom webovych sluzieb



Riadenie a monitorovanie neobmedzeneho poctu
zariadeni, ktore maju implementovaneho SNMP agenta.
Konfiguraciu je mozné vytvorit s uzivatelsky prijemnym
konfiguracnym softvérom.

instalacny balik zahrna jednoduchu ukazkovu ale hlavne
okamzite beziacu DEMO konfiguraciu

Umoznuje definovanie premennych pomocou objektového
identifikatora (OID) z MIB suboru, napr.:
.1.3.6.1.4.1.2681.1.2.102.

Podporuje standardné prikazy GET, SET, TRAP.

MIB Browser (On-line) - vycitanie zoznamu dostupnych
SNMP premennych z pripojenych SNMP zariadeni

MIB Browser (Off-line) - vycitanie zoznamu premennych
z MIB suboru



predspracovanie udajov prostrednictvom
JScriptu

IP Scanner pre vyhladanie dostupnych zariadeni
Y, pOC|tacoveJ sieti

prijimanie SNMP TRAP - notifikacii od SNMP
Agentov na zariadeniach

protokolovanie udalosti servera

uzivatel'sky prijemny konfiguracny softver
~Heart beat" funkcia pre monitorovanie
zariadeni, ktoré nemaja implementovaneho

SNMP agenta - zobrazenie Casu odozvy
zariadenia prostrednictvom OPC premennej



vyhl'adavanie textovych retazcov v aktualnej
konfiguracii a rychly prechod na miesto jeho vyskytu
priklady OPC klientov spolu s zdrojovymi kodmi v
C# .NET, VB. NET, VB6

Z|skavan|e mformacu 0 manazovatelnych ale aj
nemanazovatelnych S|etovych zariadeniach
prostrednictvom standardného ICMP Ping prikazu
import zo siborov CSV - nacitanie OID a inych
informacii

moze bezat aj ako

Moznot inStalacie na

viacerych pocitacoch pre tetovanie rozsiahlych
konfiguracii


http://www.saeautom.sk/download/Running OPC Servers as a Windows service.pdf
http://www.saeautom.sk/download/help/saeaut_snmp_agent_en.pdf

Standardné pohl'ady na data z adresného
priestoru OPC Servera cez Internet/intranet
vo forme:

Stromova struktara + Citanie/zapis vybranej
premenne]j

Zoznam vsetkych premennych - farebné odlisenie
premennych, ktore nebolo mozne aktualizovat

Nie je potrebna konfiguracia standardnych
pohladov - vyuziva sa automatické
prehladavanie adresného priestoru OPC servera
Moznost rozsirenia na vizualizaénu aplikaciu
s grafickymi pohladmi na data



Priprava a aktivacia SNMP sluzby na
lokalnom pocitaci — to umozni testovat
funkcionalitu SNMP OPC Servera bez
pripojeného zariadenia

Start konfiguratora - automaticky sa otvori
demo konfiguracia

Start OPC klienta v konflguratore
Prezeranie MIB premennych z lokalneho
pocCitaCa a JScript premennych
Instalacia SAEAUT SNMP WebView -
pristup k datam cez Internet/intranet



" Setup - SAEAUT SNMP OPC Server, Version 3.00.00 Professional o || = [ &=

Welcome to the SAEAUT SNMP
5 OPC Server, Version 3.00.00
C Professional Setup Wizard

This will install SAEAUT SMMP OPC Server, Version 3.00.00
Professional on your computer,

Itis recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

MNext = ]| Cancel |

" Setup - SAEAUT SNMP OPC Server, Version 3.00.00 Professional

b & ]
CAE

Select Destination Location

Where should SAEAUT SNMP OPC Server, Version 3.00.00 Professional be
installed?

Setup will install SAEAUT SMMP OPC Server, Version 3.00.00 Professional into
the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

| Browse...

At least 43,9 MB of free disk space is required.

" Setup - SAEAUT SNMP QPC Server, Version 3.00.00 Professional

b = ]
CAE

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

SOFTWARE LICENSE AGREEMENT FOR END-USER. FOR. SOFTWARE FROM -
COMPAMY

SAE - Automation, s.r.o., Nova Dubnica

This software license agreement for end-user is legal agreement between you
{person or corporation) and company SAE - Automation, s.r.o. Nova Dubnica for
software products of company SAE - Automation, s.r.o., which indudes computer
software and assodated storage media with this computer software and printed
materials, and may indude "online” or electronic documentation delivering on

storage media ("SOFTWARE PRODUCT” or "SOFTWARE™). By installing, copying,

or otherwise using the SOFTWARE, you & e bound by the terms of this ™

@ [ accept the agreement

I do not accept the agreement

< Back |[ Mext > ]| Cancel

" Setup - SAEAUT SNMP OPC Server, Version 3.00.00 Professional

[E=5 foh =<
SAE

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

| OPC DA Automation, VBG 63 KB
| OPC DA Automation, VB .NET 158 KB

Current selection requires at least 44, 1 MB of disk space.

< Back |[ MNext > ]| Cancel




* Setup - SAEAUT SNMP OPC Server, Version 3.00.00 Professional = | @ [
Select Start Menu Folder %AE
Where should Setup place the program's shortouts? b e

h Setup will create the program's shorteuts in the following Start Menu folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

| Browse...
<Back || MNext> | [ cancel
" Setup - SAEAUT SNMP OPC Server, Version 3.00.00 Professional = = | 2
Installing % AE
Please wait while Setup installs SAEAUT SMMP OPC Server, Version 3.00.00 bS]

Professional on your computer,

Extracting files...
C:\Program Files\SAEALT SMMP OPC Server\Mibs\MET-SNMP-MIB. txt

| &

" Setup - SAEAUT SNIMP OPC Server, Version 3.00.00 Professional = B |3

Select Additional Tasks %AE
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing SAEALT
SMMP OPC Server, Version 3.00.00 Professional, then dick Next.

Install runtime as Windows service

Install OPC Core Components (requires .MET Framework 2.0 5P 1 or higher)

" Setup - SAEAUT SNMP OPC Server, Version 3.00.00 Professional = = | =2

Completing the SAEAUT SNMP
OPC Server, Version 3.00.00
Professional Setup Wizard

A

Setup has finished installing SAEALUT SMMP OPC Server, 1cel
Version 3.00.00 Professional on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

#| View Relnotes, pdf

[ Finish |
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File Action

View Help

e sEESc=BE»u v

@ Computer Managern
P ‘[ﬂ Systemn Tools
i (5 Task Schedule
[ @ Event Viewer
I @] Shared Folder
i & Local Users ar
I @ Performance
ﬂ Device Manac
a g Storage
&= Disk Manager
F ?l} Services and App
[ a Internet Infore
5.3 Services
ﬁ WMI Control

4 L1 4

i

Mame

i%ﬂmart Card Remnoval Policy

E* 4 SNMP Service
5 SNMP Tr4p
. Software Protection
;. SPP Motification Service
5, SQL Server VSS Writer
2. SSDP Discovery
i%ﬂuperfetch

i%ﬁystem Event Motification Service

£ Tablet PC Input Service
35_;55Task Scheduler
;. TCP/IP NetBIOS Helper

Description  Status Startup Type  Log On As * || Actions

Allows the s... Manual Local Syste... _

Enables Sim... Manual Local Syste... More »
Manual Local Service

NastaV|t vlastnosti sluzieb podla

obrazkov dalej

Discovers n...  Started Manual Local Service
Maintains a.. Started Automatic Local Syste... |:|
Monitors sy..  Started Automatic Local Syste...
Enables Tab... Manual Local Syste...
Enables a us... Started Automatic Local Syste...
Provides su...  Started Autormnatic Local Service =

Extended }\Standa rol ,f

astavenia SNMP agenta a SNMP
ap na lokalnom poéditaci 1/3

—




Path to executable:
CA\Windows\System

Enables Simple Network Management Protocol
SMMP s to be processed by this computer.

-~

The SMMP Service provides network management aver TCP/IP
and |PX/SPX protocols. i traps are required, one or more
community names must be specified. Trap destinations may be
host names, |P addresses or IPX addresses.

Startup type: [Ilinlii.

Help me configure service startup options.

Service status:  Stopped

[ Start ] l Stop ] [ Pause

] [ Resume

fram here.

You can specify the start parameters that apply when you start the service

A Add to list

Remove from list

Start parameters:

avenia SNMP agenta a SNM
p na lokalnom pocitadi 2/3




File  Action Wiew

Help

€= 2EEBc= HE » n n

@ Computer Managern
4 'ﬁ‘i System Tools

& (5 Task Scheduls
[ @ Event Viewer
[» 22| Shared Folder

Mame

'@Smart Card Rernoval Policy
5 SNMP Service
*35MMP Trap

Service name: SNMPTRAP

Display name: SNMP Trap

Descrintion:

Receives trap messages generated by local or -
e Simple Network Management Protocol e

Path to executable:
C:\Windows' System 32\snmptrap exe

Resume

Start [ Stop ] [ Pause ] [

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

| OK | Cancel Apply

| General | Log On | Recovery | Dependencies |

Log on as:

i) Local System account
[ Allow service to interact with desktop

(@ This accourt: Local Service

Passward:

Confirm passward:

Help me configure user account log on options.

venia SNMP agenta a SN
na lokalnom podéitaci 3/3




OPC klient Start OPC klienta
i pristupuje k

__ ) zabudovaného v B2
LML premennym z -

- . i konfiguratore
[ @& | & aktivneho VRN
E""?g Addres] a d re a’ ra Object ID Data Type Access Rig.. Usetrap Description
E"E ‘g‘a = ab|system_sysDescr 0 136121... OctetSting Readonly Mo "A textual d
-1 sysMame ’ >
-3 sysUpTime g  Pohlad na premennu 2
-Tf] UPS_MIB_rfc1628 ; - ~
_____ Sertyersion | % OPC_ klle,ntow 3
----- Random_From_10_1 konfiguratora
..... [P Sectarnl sctBaintiali Sirulate
4 1 3 -

Itern ID Timestamp Quality Subquality l
localhost.sysDescr.systern_sysDescr | "Hardware: x86 Family... 10/25/12 18:14:17.830 Good Mon-specific [

4 i I 3
Ready 1 Object(s)

onitoring lokalnych MIB
remennych pomocou OPC klien
konfiguratore

—
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Welcome to the SAEAUT SNMP OPC Server

WebView Setup Wizard

2

==

File Action View Help

«=|7EH

Start cez Browse

The installer will quide you through the steps required to install SAEAUT SNMP OPC Seges:

WebView on your computer.

for sAEALT 5 JPL Serve =

Select Installation Address

[t Systern Tools

@ Computer Management (Local)

WebView » |5 = 5 @ -

w [@ » sAE2 » Stes » Default Web i

Nainstalované na MS IIS

3 @ Performance
5 Device Mana
Pl g Storage

% Services
&5 WMI Control

To install to this web location, click "Next™. To i

Site:

The installer will install SAEAUT SNMP OPC Server WebView to the following web location.

o a different web location, enter it below. « 1

ger

=9 Disk Management
Pl & Services and Applications
W) Internet Information Servi

b Site
et_client
pcDbGatew

N PEacautsMscl
b % WebView
b3 XML-DA

4 n [

Home

MET
Authorizat...

¥
.

Compilation
=l =2

Permissions...

c Settings...

E
§
Iew Virtual Directories
e Application  (~
Browse Application
(@] Browse *80 (http) =

Advanced Settings...
Deploy @
'@ Export Application...
a Import Application...
@ Install Application From Gallery

e Help L3

Online Help

| Defautt Web Ste

Virtual directory:

IWebView

Application Pool:

|ASP.NET v4.0

7 Disk Cost... ¢onfirm Instaltation

e

Installation Complete

L<)

The installer is ready to install SAEAUT SNMP OFC Server Web\View on your computer.

Click "Mext" to start the installation

< Back

J

SAEAUT SNMP OFC Server WebView has been successhully installed.

Click "Close” to exit.

Please use Windows Updats

ical updates to the NET Framework.

l

Cancel

|

< Back ] [ Nest > ]

Cancel | [ cBak | [ Oose ]

stalacia SAEAUT OPC WebView




[ SAEAUT OPC WebView P

€« - C A [ localhost/WebView/ ol B v A=

B Windows Live—do... (2 Centrumisk [ Home - Intranet SAE.. @) OPCUA SoftwareD...  [[] SAERemote Web W... .I Main Page - Pobico... » [ Iné zlozky

|

SAEAUT OPC WEeBViEw

Setectep OPC mem

sysDescr
sysName OPC item path: ‘
= system_sysName_0 OPC item name: JScriptVersion

[# sysUpTime Quality: good

UPS_MIB_rfc1628 Timestamp: 26.10. 2012

upsMIB Access right: readable

SAEAUT OPC WesView

Tee view

Item value

upsConformance Data type: System.Int16 5

upsObjects
pSLD) Value: You are using JScript version 5.8

upsTraps
JScriptVersion
Random_From_10_To_20

SystemLastReinitialized Time o
i J =

Hardware: x86 Family 1°
Model 31 Stepping 0 AT
localhost.sysDescrsystem_sysDescr_0 (COMPATIBLE - Software
Windows Version 6.1 (Bi
7601 Multiprocessor Fre
localhost.sysName.system_sysName_0 SAE32.SAEAUTOMZ2
localhost.sysUpTime.system_sysUpTime_0 8459

UPS_MIB_rfc1628.upsMIB.upsConformance.upsCompliances.upsCompliances_upsBasicCompliance

p://localhost/WebView/default.
SDX

UPS_MIB_rfc1628.upsMIB.upsConformance.upsCompliances.upsCompliances_upsFullCompliance

UPS_MIB_rfc1628.upsMIB.upsConformance.upsCompliances.upsCompliances_upsSubsetCompliance

UPS_MIB_rfc1628.upsMIB.upsConformance.upsGroups.upsBasicGroups.upsBasicGroups_upsBasicAlarmGroup

UPS_MIB_rfc1628.upsMIB.upsConformance.upsGroups.upsBasicGroups.upsBasicGroups_upsBasicBatteryGroup

UPS_MIB_rfc1628.upsMIB.upsConformance.upsGroups.upsBasicGroups.upsBasicGroups_L i Group
UPS_MIB_rfc1628.upsMIB.upsConformance.upsGroups.upsBasicGroups.upsBasi Ips_upsBasicConfigGroup
UPS_MIB_rfc1628.upsMIB.upsConformance.upsGroups.upsBasicGroups.upsBasi ips_upsBasicControlGroup
UPS_MIE_rfc1628.upsMIB.upsConformance.upsGroups.upsBasicGroups. icGroups_L icldentGroup

0 ] o]

—

http://localhost/WebView/opc

ist view.aspX

SAEAUT SNMP OPC WebView -
andardné zobrazenia dat z
dresného priestoru OPC servera



http://localhost/WebView/opc_list_view.aspx
http://localhost/WebView/opc_list_view.aspx
http://localhost/WebView/default.aspx
http://localhost/WebView/default.aspx

Dalsie informacie
SAEAUT SNMP OPC Server ver. 2.0.12

medzi produktami certifikovanymi v
OPC Foundation Test Labs

Nove verzie su testovane pomocou
softverovych nastrojov od OPC
Foundation

SAE - Automation je clenom OPC
Foundation

Technické dokumenty a novinky na
stiahnutie

Dokumentacia
Moznost nakupu cez Internet
Kontakty
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FOUNDATION


http://www.saeautom.sk/sk/products/snmpopcserver/
http://www.saeautom.sk/download/Certificate.pdf
http://www.saeautom.sk/download/Certificate.pdf
http://www.saeautom.sk/download/Certificate.pdf
http://www.saeautom.sk/download/Certificate.pdf
http://www.opcfoundation.org/Default.aspx/CertifiedProducts.asp?MID=Products
http://www.saeautom.sk/about/whatisopc.htm
http://www.saeautom.sk/about/whatisopc.htm
http://www.saeautom.sk/products/snmpopcserver/download.htm
http://www.saeautom.sk/products/snmpopcserver/news.htm
http://www.saeautom.sk/products/snmpopcserver/help.htm
http://www.saeautom.sk/sk/products/order.htm
http://www.saeautom.sk/sk/about/contacts.htm

