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The purpose of the article is to give answers and useful
recommendations on the most frequently asked questions from our
customers, which relate with SNMP Service and SNMP Trap service
installation and activation.

Introduction

In typical SNMP usage, there are a number of systems to be managed, and one or more
systems managing them. A software component called an agent (see below) runs on each
managed system and reports information via SNMP to the managing systems. For the better
computer management Microsoft implemented the SNMP Service and SNMP Trap Service
to its operating systems. This document deals with Windows XP operating system.

Finally, this document should perform as a user guide which will lead you step-by-step
through your SNMP Service and SNMP Trap service installation and activation in order to
establish reliable and secure SNMP connection.
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SNMP Service

To install SNMP Service (SNMP agent), please do the following:

1. Logon as Administrator.

2. Click on the Windows Start = Control Panel = Add and Remove programs.

3. Click on Add/Remove Windows Components. The Windows Components Wizard
should be shown (see Figure 1).

4. Inthe Components, select Management and Monitoring Tools and then click Details.

5. Select the Simple Network Management Protocol check box (see Figure 2) and click
on OK button.

6. Inthe Windows Components Wizard click on Next button.

Windows Components Wizard

Windows Components
You can add or remove components of Windows XP.

To add or remove a component, click the checkbox. 4 shaded box means that only
part of the component will be installed. To see what's included in a component, click
Details.

Components:

élntemet Explorer 0OMB
% Internet Information Services [IIS)
% - Management and Monitaring Tools

[] = Message Queuing 0.0 MB
V1 “u® MSN Funlarer 2N 7 MR

(£

Description: Includes tools for monitoring and improving network performance.

Total disk space required: 56.2 MB
117720M8

Space available on disk:

[ < Back ][ Next > ][ Cancel ]

Figure 1: Windows Component Wizard.
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Management and Monitoring Tools

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Management and Monitoring T ools:

(% =L Simple Network Management Protocol 0.9 MB
=M1 SNMP Provider 1.1MB

Description:  Includes agents that monitor the activity in network devices and report to
the network console workstation.
Total disk space required: 56.2 MB Dietails
Space available on disk: 11770.2 MB
[ 0K J [ Cancel ]

Figure 2: Management and Monitoring Tools.

To check that SNMP service (agent) is installed, please do the following:

1. Click on the Windows Start = Control Panel = Administrative tools = Services.
2. Scroll through the right frame to locate SNMP Service. (see Figure 3)

*% Services

File Action View Help

- = || 2 = w
% Services (Local)

4 Services (Local)

Description:

Includes agents that monitor the activity
in network devices and report to the
network console workstation.

7% SNMP Service
%SNMP Trap Service
845QL Server (SQLEX...
%SQL Server Active ...
%SQL Server Browser

Includes age...

Receives trap...
Provides star...
Enables inteq...
Provides SQL ...
%SQL Server YSS Writer Provides thei...

Started
Started
Started

Started

Automatic
Automatic
Automatic
Manual
Automatic
Manual

SNMP Service Name | Description | Status | Startup Type | Logonas | A
%Simple Mail Transfer... Transportsel... Started Automatic Local System

%os%aﬁr}e ﬂi:r:tiac:/ice %Simple TCPJIP Servi... Supportsthe ... Started Automatic Local System

e %Smart Card Manages acc... Manual Local Service

Local System
Local Service
MNetwork S...
MNetwork S...
Network S...
Local System

| €

Extended A Standard /

Figure 3: The SNMP Service is installed and activated.
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To make sure that SNMP service (agent) is started before you attempt testing, please look
at the Status field (Figure 3).

To ensure that SNMP service (agent) starts up automatically, please do the following:

arwnNpE

Click on the Windows Start = Control Panel = Administrative tools = Services.
Scroll through the right frame to locate SNMP Service (see Figure 3).
Right-click on SNMP Service and choose Properties.

Under the General tab set the Startup type to Automatic (see Figure 4).

Click on OK button.

SNMP Service Properties (Local Computer) @

| General ‘Log On | Recovery | Agent | Traps | Secuiity | Dependencies

Service name: SNMP

Display name: SHNMP Service

Description: :Inélydes agents that monitor the activity in network A
\devices and report to the network console 3

Path to executable:

:C: MWINDDWS\System32hshmp.exe

Startup type: : Automatic v

Service status:  Started

You can specify the start parameters that apply when you start the service
from here.

[ 0K ][ Cancel ]

Figure 4: The SNMP Service Properties dialog — General tab.

To adjust the community strings for this SNMP service (agent), please do the following:

arwNE

Click on the Windows Start = Control Panel = Administrative tools => Services.
Scroll through the right frame to locate SNMP Service (see Figure 3).

Right-click on SNMP Service and choose Properties.

Click on the Security tab. (see Figure 5).

Click on Add under the Accepted community names. Here you will enter a community
name and choose the rights for that name. (see Figure 6). Click on OK button in the
SNMP Service Configuration dialog.
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For example:
e Community rights: READ WRITE
e Community Name: public

6. Click on OK button in the SNMP Service Properties dialog.

SNMP Service Properties (Local Computer) @

| General | Log On | Recovery | Agent | Traps ’ Security 1Dependencies:

v Send authentication trap

i~ Accepted community names - -

 Community | Rights !
public READ WRITE
Add.. | Edit.. | Remove |

* Accept SNMP packets from any host
" Accept SNMP packets from these hosts - -

Add.. | ed. | Femove |

Community rights:
|READ WRITE vl

C |
Community Name: ﬁl
[pubid

Figure 6: The SNMP Service Configuration dialog.
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SNMP Trap Service

The SNMP Trap Service receives SNMP trap messages generated by local or remote SNMP
agents and forwards the messages to SNMP management programs running on this
computer.

To enable the receiving SNMP trap messages on your managing system, please do the
following:

Click on the Windows Start = Control Panel = Administrative tools = Services.

Scroll through the right frame to locate SNMP Trap Service. If the SNMP Trap Service
is not installed then please install it (see Figure 1). (The same steps as were already
mentioned above in section Windows 2000/XP...)

Right-click on SNMP Trap Service and choose Properties. (see Figure 7, Figure 8)
Click on the General tab. (see Figure 8).

Click on the Start button if SNMP Trap Service is not started.

Click on OK button.

N

ok w

3 .
% Services

File Action View Help

= = \] 2 I T3

% Services (Local) S Canicas (Local)

SNMP Trap Service Mame | Description ] Status I Startup Type | LogOnAs | A
%Simple TCP/IP Servi... Supportst... Started Automatic Local System

‘é_teo;%aﬁrle ﬂi:r:;criice B Smart Card Manages a... Manual Local Service
%SNMP Service Includes a...  Started Automatic Local System

220 SMMP Trap Service Receives tr... Started Automatic Local Service

gesc_ipﬁo;: _— %SQL Server (SQLEX... Providesst... Started Automatic Network S...
eceives trap messages generated by ; : 3
local or remote SNMP agents and %SQL Server Active ... Enablesint... Manual MNetwork S...
forwards the messages to SNMP %SQL Server Browser  Provides S...  Started Automatic MNetwork S...
management programs running on this %SQL Server VS5 Writer Provides th... Manual Local System ¥
computer, < @B

\ Extended A Standard /

Figure 7: The SNMP Trap Service.
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SNMP Trap Service Properties (Local Computer) @

General | LogOn | Recovery | Dependencies |

Service name: SNMPTRAP

Display name: 'SNMP Trap Service

Disciiption: Receives trap messages generated by local or ~
rremote SNMP agents and forwards the messages to 3

Path to executable:

C:A\WINDDWSASystem32\snmptrap.exe

Startup type: Automatic v

Service status:  Stopped

Start ‘ Stop Fause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: ‘ \

[ oK ][ Cancel ] Apply

Figure 8: The SNMP Trap Service - Start.
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Disclaimer

The information contained in these pages is based on our testing and practices experience.
SAE — Automation, s.r.o. and the authors of this document assume no responsibility for
direct, indirect, or consequential liability for its accuracy or suitability for a user’s particular
application. The reader is responsible for proper application to their particular situation.
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