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SAE – Automation, s.r.o. Nová Dubnica 
Solid And Effective partner at development 
of your products and industry automation 

SSAAEEAAUUTT  SSNNMMPP  AAggeenntt  
 

 

LLeeaarrnniinngg  aanndd  ttrryyiinngg  tthhee  SSAAEEAAUUTT  SSNNMMPP  OOPPCC  SSeerrvveerr  ffuunnccttiioonnaalliittyy  uussiinngg  

SSAAEEAAUUTT  SSNNMMPP  AAggeenntt    

 

Introduction 
 
In typical SNMP usage, there are some devices to be managed, and one or more devices 
managing them. A software component called agent runs on each managed device and 
reports information via SNMP communication protocol to the managing application. Data 
contained in the agent database depends on the specific functionality of the devices.  
Communication with a device can be initiated by SNMP manager by sending of SNMP 
commands SET or GET or by the SNMP agent using a SNMP TRAP command. 

  

PPrroodduucctt  SSAAEEAAUUTT  SSNNMMPP  OOPPCC  SSeerrvveerr (Figure 1) contains a SNMP manager. It intermediates 
data from/to this manager SNMP to systems containing an OPC client – for example to 
different SCADA systems.  Variables from SNMP agent databases can be mapped OPC 
items placed in address space of the OPC server. 
 
 

SSAAEEAAUUTT  SSNNMMPP  AAggeenntt  is a companion software product to the SAEAUT SNMP OPC 
Server1. 
It was designed to enable learning and testing of the configuring SNMP/OPC software 
applications without having real devices with running SNMP agents. IItt  wwaass  aallssoo  uusseedd  ffoorr  tthhee  

ccoommpplliiaannccee  tteessttiinngg  ooff  tthhee  SSAAEEAAUUTT  SSNNMMPP  OOPPCC  SSeerrvveerr  wwiitthh  OOPPCC  DDAA22..0055AA  aanndd  OOPPCC  DDAA33..00  

ssppeecciiffiiccaattiioonnss  ffrroomm  OOPPCC  FFoouunnddaattiioonn..     
 
 
 

 

  
Figure 1: Simple block schema of usage manager and agent application. 

  
SSAAEEAAUUTT  SSNNMMPP  AAggeenntt  pprroovviiddeess  aa  sseett  ooff  SSNNMMPP  vvaarriiaabblleess..  PPaarrtt  ooff  tthheemm  aarree  ppaassssiivvee  ––  iitt  

mmeeaannss  tthhaatt  tthheeyy  aarree  nnoott  cchhaannggeedd  bbyy  SSNNMMPP  AAggeenntt  iittsseellff  bbuutt  oonnllyy  ffrroomm  oouuttssiiddee,,  ppaarrtt  ooff  tthheemm  iiss  

                                                 
1
 However, it can be used for testing by any SNMP manager cmmunicating according to the SNMP v2c protocol 
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cchhaannggiinngg  ddiirreeccttllyy  iinn  tthhee  aaggeenntt  aaccccoorrddiinngg  ttoo  aa  ggiivveenn  aallggoorriitthhmm..  SSoommee  vvaarriiaabblleess  aarree  ppeerriiooddiiccaallllyy  

sseenntt  wwiitthhiinn  aa  TTRRAAPP  mmeessssaaggee..    

  

TTooggeetthheerr  wwiitthh  SSAAEEAAUUTT  SSNNMMPP  AAggeenntt,,  aa  ccoonnffiigguurraattiioonn  ffoorr  SSAAEEAAUUTT  SSNNMMPP  OOPPCC  SSeerrvveerr  iiss  

iinnssttaalllleedd..  TThheerree  aarree  aallll  vvaarriiaabblleess  aacccceessssiibbllee  oonn  tthhee  aaggeenntt  mmaappppeedd  ttoo  tthhee  OOPPCC  iitteemmss..  YYoouu  ccaann  

ooppeenn  tthhee  ccoonnffiigguurraattiioonn  aanndd  sseeee  tthhee  ccoommmmuunniiccaattiioonn  ooff  tthhee  SSNNMMPP  aaggeenntt  wwiitthh  tthhee  OOPPCC  cclliieenntt  

bbuuiilltt  iinnttoo  tthhee  ccoonnffiigguurraattiioonn  aapppplliiccaattiioonn  ooff  tthhee  SSAAEEAAUUTT  SSNNMMPP  OOPPCC  SSeerrvveerr  ((FFiigguurree  55))..  

HHoowweevveerr,,  yyoouu  ccaann  ccrreeaattee  aallssoo  yyoouurr  oowwnn  ccoonnffiigguurraattiioonn  bbyy  uussiinngg  ooff  oonn--lliinnee  MMIIBB  bbrroowwssiinngg  

ffuunnccttiioonnaalliittyy  ((FFiigguurree  44))  iinn  tthhee  ccoonnffiigguurraattiioonn  aapppplliiccaattiioonn  ooff  tthhee  SSAAEEAAUUTT  SSNNMMPP  OOPPCC  SSeerrvveerr..      

  
SAEAUT SNMP Agent uses SNMP Service and SNMP Trap Service which are delivered 
with MS Windows operating systems. They are not automatically installed by standard OS 
installation. Therefore, both services must be installed and activated on the same computer 
as that agent. 

Traps 
 
SAEAUT SNMP Agent generates trap messages that are then sent to a trap destination. 
Trap destinations are identified by a computer name, IP address, or IPX address of the "host" 
in LANt.  
 
The SAEAUT SNMP Agent can generate traps, if the item StartStopSendTraps 
(.1.3.6.1.4.1.33.0.3.17) is set to 1. User can specify a time limit for sending traps by setting 
the item TrapsTimeoutMs (.1.3.6.1.4.1.33.0.3.18). The trap message includes a new value of 
the following three items: 
 

 TrapCounter (.1.3.6.1.4.1.33.0.2.3), 

 IntRandom (.1.3.6.1.4.1.33.0.2.5), 

 Gauge32Random (.1.3.6.1.4.1.33.0.2.7). 
 
To ensure that the SAEAUT SNMP Agent will send traps to right destination, please do the 
following: 

1. Click on the Windows Start  Control Panel  Administrative tools  Services. 
2. Scroll through the right frame to locate SNMP Service. 
3. Right-click on SNMP Service and choose Properties. 
4. Choose the Traps tab. 
5. Add a new Community name if needed; The community “public” is the default. 
6. Add to the Trap destination a host or hosts. 
7. Choose the Security tab. 
8. Check the Send authentication trap. 
9. Add any new names under Accepted Community Names. 
10. Click on OK button. 
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Figure 2: The SNMP Service Properties dialog – Traps tab. 

 

 

 
Figure 3: The SNMP Service Properties dialog – Security tab. 
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Description of the SNMP variable in agent 
  
SNMP variables are identified by OID identifiers which are ordered in a hierarchical 
namespace. Each OID identifies a variable that can be read or set via SNMP commands. All 
OIDs defined in the SAEAUT SNMP Agent start with predefined prefix ..11..33..66..11..44..11..3333. Their 
descriptions are in tables below. 
 
..11..33..66..11..44..11..3333..00..22..11  

Name ProductName 

OID .1.3.6.1.4.1.33.0.2.1 

Syntax Octet String 

Access Read-only 

Description The product name: SAEAUT SNMP Agent 

 

..11..33..66..11..44..11..3333..00..22..22  

Name CompanyName 

OID .1.3.6.1.4.1.33.0.2.2 

Syntax Octet String 

Access Read-only 

Description The company name: SAE-Automation, s.r.o. 

 

..11..33..66..11..44..11..3333..00..22..33  

Name TrapCounter 

OID .1.3.6.1.4.1.33.0.2.3 

Syntax Integer32 

Access Read-only 

Description The number of Traps fired from agent. 

Trap This item will every 3 seconds generate a new value. The value will be 
sent from agent to manager as TRAP. 

 

..11..33..66..11..44..11..3333..00..33..44  

Name IntVar 

OID .1.3.6.1.4.1.33.0.3.4 

Syntax Integer32 

Access Read-write 

Description The item for testing of “Integer32” values. 

 

..11..33..66..11..44..11..3333..00..22..55  

Name IntRandom 

OID .1.3.6.1.4.1.33.0.2.5 

Syntax Integer32 

Access Read-only 

Description The item values are randomly generated. 

Trap This item will generate a new value every 3 seconds. The value will be 
sent from agent to manager as TRAP. 

 

..11..33..66..11..44..11..3333..00..22..66  

Name GetReqCounter 

OID .1.3.6.1.4.1.33.0.2.6 

Syntax Counter32 

Access Read-only 

Description The number of GET requests. 

 

..11..33..66..11..44..11..3333..00..22..77  

Name Gauge32Random 
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OID .1.3.6.1.4.1.33.0.2.7 

Syntax Gauge32 

Access Read-only 

Description The item values are randomly generated. 

Trap This item will generate a new value every 3 seconds. The value will be 
sent from agent to manager as TRAP. 

 

..11..33..66..11..44..11..3333..00..22..88  

Name Time 

OID .1.3.6.1.4.1.33.0.2.8 

Syntax Timetick 

Access Read-only 

Description The number of milliseconds that have elapsed since the system was 
started. 

..11..33..66..11..44..11..3333..00..33..99  

Name UIntVar 

OID .1.3.6.1.4.1.33.0.3.9 

Syntax Unsigned32 

Access Read-write 

Description The item for testing of “Unsigned32” values. 

 

..11..33..66..11..44..11..3333..00..33..1100  

Name StringVar 

OID .1.3.6.1.4.1.33.0.3.10 

Syntax Octet String 

Access Read-write 

Description The item for testing of “Octet string” values. E.g. “Hello world!” 

 

..11..33..66..11..44..11..3333..00..33..1111  

Name ObjectVar 

OID .1.3.6.1.4.1.33.0.3.11 

Syntax Object Identifier 

Access Read-write 

Description The item for testing of “Object Identifier” values. E.g. “1.3.6.1.4.1.33” 

 

..11..33..66..11..44..11..3333..00..33..1122  

Name IPAddressVar 

OID .1.3.6.1.4.1.33.0.3.12 

Syntax IP Adress 

Access Read-write 

Description The item for testing of “IP Address” values. E.g. “127.0.0.1” 

 

..11..33..66..11..44..11..3333..00..33..1133  

Name OpaqueVar 

OID .1.3.6.1.4.1.33.0.3.13 

Syntax Opaque 

Access Read-write 

Description The item for testing of “Opaque” values. E.g. “opaque” 

 

..11..33..66..11..44..11..3333..00..33..1144  

Name BitsVar 

OID .1.3.6.1.4.1.33.0.3.14 

Syntax Bits 

Access Read-write 

Description The item for testing of “Bits” values. 
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..11..33..66..11..44..11..3333..00..22..1155  

Name IntVarReadOnly 

OID .1.3.6.1.4.1.33.0.2.15 

Syntax Integer32 

Access Read-only 

Description The item for testing of “Integer32” value for read-only. 

 

..11..33..66..11..44..11..3333..00..22..1166  

Name UIntVarReadOnly 

OID .1.3.6.1.4.1.33.0.2.16 

Syntax Unsigned32 

Access Read-only 

Description The item for testing of “Unsigned32” value for read-only. 

 

..11..33..66..11..44..11..3333..00..33..1177  

Name StartStopSendTraps 

OID .1.3.6.1.4.1.33.0.3.17 

Syntax Integer32 

Access Read-write 

Description The value of the item can be set only to 0 or 1. 

Trap The item for start or stop sending traps. If is set to 1 traps are sent. If is 
set to 0 traps are not sent. 

 

..11..33..66..11..44..11..3333..00..33..1188  

Name TrapsTimeoutMs 

OID .1.3.6.1.4.1.33.0.3.18 

Syntax Unsigned32 

Access Read-write 

Description You can specify a time limit for sending traps. The value of the item must 
be greater than 100. 

Trap You can specify a time limit for sending traps. 

 

 

 
Figure 4: Adding of MIB items to an existing configuration file. 
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Figure 5: The SAEAUT SNMP OPC Server communicates with SAEAUT SNMP Agent. 

 
 
In the demo configuration (Figure 5),, variables TrapCounter (.1.3.6.1.4.1.33.0.2.3), IntRandom 
(.1.3.6.1.4.1.33.0.2.5), and Gauge32Random (.1.3.6.1.4.1.33.0.2.7). are mapped to the OPC 
items 2 times. One set of these variables is put in the folder “OnlyForRead” and the second 
in the folder “Trap1”. The second set differs from the first by the check on setting of the check 
box “Notification (Use SNMP TRAPS)”. This way, it is provided that the OPC items are 
actualized according to the incoming TRAPs instead of periodical sending of the SNMP GET 
to the SNMP agent.    
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Disclaimer 
 
The information contained in these pages is based on our testing experience. SAE – 
Automation, s.r.o. and the authors of this document assume no responsibility for direct, 
indirect, or consequential liability for its accuracy or suitability for a user’s particular 
application. The reader is responsible for proper application to their particular situation. 

© 2012 SAE - Automation, s.r.o. 

All rights reserved. 

Distribution and/or reproduction of this document or parts thereof in any form is permitted 
solely with the written permission of the SAE - Automation company. The technical data 

contained herein have been provided solely for informational purposes and are not legally 

binding. Subject to change, technical or otherwise. www.saeautom.sk, sae-automation@saeautom.sk,   

tel.:+421-(0)42-445 07 01, fax:+421-(0)42-445 07 02, 

Adresa: Trenčianska 19,  018 51 Nová Dubnica 

 

http://www.saeautom.sk/
mailto:sae-automation@saeautom.sk

